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Terms of Use

Please read before you print your first page.

p
One classroom license

» This file is for one classroom: one teacher, one group of students.
¢ Please do not share it, post it online, or sell it

» Extralicenses for ateam or a school are available on the product page.

-
This is a fillable PDF

* OpenitinaPDF reader (Adobe Acrobat Reader, Preview, or your browser), click into a line or a box, type,
and Save As.

» The name line, every answer box, every ruled work box and every check box on the student pages are
type-in fields, and so are the tracker, class grid, team note and family page. You can also print any page
and write by hand.

e |t works offline. No account, no subscription, no internet connection needed af'ter you download it

Print at 100 percent

Turn of t fit to page and shrink to fit so the ruled lines stay 0.34 inch apart Every student page is black and
white inside a colored border, so it still reads when copied in black and white.

Student work

A filled-in tracker, class grid or team note carries a real student's name. Keep it in the data folder, and use a
first name only on any page that leaves your hands.

Need help?

It a field will not behave or a page will not print the way you expect, use Ask a Question on the product page
before leaving a review. Every question is read, and a fix to the file ships as a free update: re-download it
any time from My Purchases.

Credits and fonts

Fonts by KA Fonts (Kaitlynn Albani), used under their commercial license. Every picture in the file, including the
safety cards, the padlock and the window, is drawn by us. There is no clip art. The credits page at the back
lists the sources. Please keep it with the file it you pass it to a substitute.

.

© Bright Path Sped. For single-classroom use by the original purchaser.

Internet Safety - Terms of Use
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How To Read a Page

The parts of a student page. then the kinds of sheet in the order they come.

4 N\
The parts of a page
* The answer box. A bordered box for aletter or a word. Click it to type, or print and write in it
» The ruled work box. Lines 0.34 inch apart for sentences. Write one idea to aline.
» The check box Safe or unsafe, true or false, yes or not yet: click or mark.
» The word bank. A box of words or steps to use.
» The cut line. Twelve pieces in a 4 by 3 grid, edge to edge: two straight cuts across and three down
. J
Kind of sheet How many What the student does
Readings and cards 4 sheets Read, answer, and keep the saf'ety cards to look things up.
Words, posts. passwords 4 sheets Match words, decide what to post, rate and build
passwords.
Scenarios and scams 5 sheets Safe or unsafe, spot the scam, true or false, pick the step.

Writing and thinking 4 sheets, 6 questions

Quizzes and exit tickets 12 items, 3 tickets

Sorts 24 pieces

Short answers with four ruled lines each, find the mistake,
my online rules.

Two quizzes, one exit sheet, one self check.

Two cut-and-paste pages: safe or unsafe, private or OK
to share

Untimed, unscored on the page

No student page has a timer or a score onit. The
keys and the tracker are for you The answer
keys are on pages 28 to 32

Short answers

Their key (page 31) says what to look for, not one
right sentence. Accept any answer that uses
fact from the readings or the cards.

Printing and the type-in fields

Every page prints clean in black and white. The
name line, every answer box, every ruled box and
every check box are type-in fields in any PDF
reader: click one, type, then save. This is a fillable
PDF. not a slideshow or a word-processor file

Room to work

Work boxes hold three or more lines. It a student
needs more room, hand over one page a day, or
let students write on scrap paper and copy their
best sentences into the box

Internet Safety - How To Read a Page
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My name Date

Reading 1: Personal Information and Privacy

H@ Read about personal information. Then answer.

-
What you share online

Personal information is anything that tells people who you are or how to find you. Your fulll
name, home address, phone humber, school, birth date and passwords are all personal
information. Once something is posted online, other people can save it, copy it and share it,
even it you delete it later. Privacy settings let you choose who can see your posts, but they
are not a perfect lock. A good rule is to think before you post: would you be fine with a
stranger seeing this? Photos can give away details too, such as a street sign, a school shirt or
a house number. Keep private details private, and ask a trusted adult it you are not sure.

.

Main idea: What is this reading mostly about?

Check what you read. Write the letter in the box.

Which of these is personal information?
A Your home address

@ B  Your favorite color
C Ajokeyoulike

What can a privacy setting do?

@ A Help you choose who can see your posts
B Make apost impossible to copy

C Remove apost from every device

Why should you think before you post?
@ A Posts are always deleted af'ter one day

B  Only close friends can ever see a post
C Other people can save and share it, even if you delete it later

Internet Safety - Reading 1: Personal Information and Privacy
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Date

My name

Safety Cards 1

Hl Read the cards. Use them all week.

7

Personal Information

o

J
What it is Details that tell people who you are or how to find you
Examples Full name, home address, phone number, school, birth date
Keep it Private from people you only know online

Before you post

Ask would | be fine with a stranger seeing this?

.

Not sure? Ask a trusted adult
.
é
Passwords [000.0000 ] @—n
What it is A secret that keeps an account private
Strong Long. with several words, numbers and symbols
Never use Your name, your birthday or 123456
Different Use a different password for each account
Share it Only with a parent or guardian

Pick one card. Tell what it does in your own words.

r

Internet Safety - Safety Cards 1
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My name Date
Internet Safety Words

# Match each word to what it means.

Write the letter of the meaning in the box. Use the readings and the cards to help you.

@ [ personal information ] [ ] A Using phones or computers to hurt or embarrass
someone.

password B A grown-up you can tell, such as a parent, teacher
or counselor.
@ [ ] [ ] A secret word or phrase that keeps an account
scam C ,
private.

@ [ cyberbullying ] [ ] D Stop one account from contacting you.

@ [ block ] [ ] E 5530”8 that tell people who you are or how to find

@ [ trusted adult ] [ ] F A trick to get your money or private information.

Use two of the words in one sentence about staying safe online.

Internet Safety - Internet Safety Words
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My name Date

Password Habits Checklist

# Check good habit or bad habit.

Think about each habit. Is it a good way to keep an account safe?

@ Use a long password made of several words. good habit bad habit

@ Use your birthday as your password. good habit bad habit

@ Use the same password for every account. good habit bad habit

@ Add numbers and symbols to your words. good habit bad habit

@ Stick your password on the side of your screen. good habit bad habit

@ Use a different password for each account. good habit bad habit

@ Tell a trusted adult if someone learns your good habit bad habit
password.

Share your password with a friend to show you good habit bad habit

trust them.

Pick one bad habit. Tell what could go wrong.

Internet Safety - Password Habits Checklist
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My name Date

Safe or Unsafe?

# Isit safe or unsafe? Check one.

Read each one. Check safe or unsafe.

@ A new online friend asks for your phone number. safe unsafe

@ You ask a parent before you join a new website. safe unsafe

@ A classmate's account sends you a link you did not expect. safe unsafe

@ You log out of a shared computer when you finish. safe unsafe

@ You let a shared school computer save your password. safe unsafe

@ A chat player offers free game items if you tell them your safe unsafe
password.

@ You check who can see a post before you share it. safe unsafe

° A pop-up says your device has a virus and tells you to call a safe unsafe
number. You close it and tell an adult.

Pick one unsafe scenario. Tell what the person should do instead.

Internet Safety - Safe or Unsafe?
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My name Date

True or False 1: Scams

# Isit true or false? Check one.

Check true or false for each sentence.

@ A message that says you won a prize you never entered may true false
be a scam.
Scammers never use real-looking nhames or pictures. true false

@ A message that asks you to send your password is a warning true false
sign.

@ If a message says to hurry, it is safe to click right away. true false

@ If you are not sure a message is real, ask a trusted adult '

rue false

before you click.

@ Gif't card codes are a safe way to pay someone you only true false
know online.

Pick one false sentence. Fix it so it is true.

Internet Safety - True or False 1: Scams
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My name Date

Cyberbullying: Pick the Step

# Pick the step that fits. Write its letter.
Pick the one step that fits best Write its letter in the box

A. Block the sender B. Save a screenshot C. Tell a trusted adult
D. Report the account E. Stop: do not reply F. Do not forward it

@ A mean message pops up and you want to type something back.
@ You want proof of what was sent, in case an adult needs to see it.
@ You feel scared or upset and are not sure what to do.

@ The same account keeps sending you messages you do not want.
@ A post on a site is cruel to someone and the site has rules against it.

@ A friend sends you an unkind picture of another student.

Which step would be hardest to do? Tell why.

Internet Safety - Cyberbullying: Pick the Step

J U U Uyt
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My name Date
What Would You Po? 2

# Answer each question in sentences.

Use facts from the readings and the cards. Write in sentences.

@ A friend asks for your password so they can borrow your account. What would you
do?

r

.

r

A pop-up says your device has a virus and tells you to call a phone number. What
would you do?

Internet Safety - What Would You Do? 2
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My name Date

Quiz A

# Pick the best answer. Write its letter.

Take your time. Guess if you are not sure.

®

@

©

Which should you keep private from online strangers?
A Your favorite color

B Your phone number

C  Abook you like

Which password is the strongest?
A green-moose-lamp-52!

B footbdll

C  abc123

A message says you won a prize and must click now. What is it most likely?
A Agft from afriend

B Aprivacy setting

C Ascam

What does a privacy setting do?

A It makes your posts disappear

B It keeps you safe from every scam

C It lets you choose who can see your posts

What is the first step when you get a mean message?
A Reply with something mean

B Stop donot reply

C  Sendit toyour friends

Which personis a trusted adult?

A Aparent, guardian, teacher or counselor
B Anyone online who is nice to you

C Astranger who offers help

Internet Safety - Quiz A
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My name Date

# Write the rules you will keep.

This page is a promise to yourself' Fill in each part in your own words.
I will keep these things private online:

Ve

\&

The trusted adults I can tell are:

- ——

-

If something online feels wrong, I will:

r

- N

My rule for passwords is:

- — - —

&

My family's or my school's own rule for devices (write it here):

r

-

My name Date

A trusted adult Date

Internet Safety - My Online Rules
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My name Date

Check My Own Work

# Check your own work. Mark yes or not yet.

@ | can say what personal information is. yes not yet
@ | can tell what is safe to post and what is not. yes not yet
@ | can name three habits of” a strong password. yes not yet
@ | can spot the warning signs of’ a scam. yes not yet
@ | can say what cyberbullying is. yes not yet
@ | can name the steps: stop, save, tell. yes not yet
@ | can name a trusted adult | could tell. yes not yet
| can say why a stranger online may not be who they say. yes not yet
The safety rule I can explain best is...

( )
\\ J/
The part I still need help with is...

( )
\ »

Internet Safety - Check My Own Work
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My name

Cut and Paste 2: Private or OK to Share

Date

3 Cut out the twelve pieces. Paste each one in the right box.

[ OK to share online A Keep private )
\ VAN y,
&( Cut on the dashed lines: twelve pieces, two cuts across and three cuts down.

P "2~ W T--~=°-==T=======7°7 B T
I 1 1 1 1
| : | | |
1 1 H 1 1 1
| $Fhome : your foyorlte . Your password | Abookyoulike |
i address i music i i i
: : : | |
1 1 1 1 1
R L Ll tm-mmmmm e t--mmm e tmmmmmmmm e !
1 1 1 1 1
E Your phone i Your favorite | Adrawingyou | Your full birth |
! number : sport : made : date |
1 1 1 1 1
: ! ! | !
| === mmmmsm———————- o e iniadalat o e ikl B e il 1
1 1 1 1 1
| : | | |
1 1 ini 1 H 1 1
' The name of your : Your opinion of a : Whe.n your family " A hobby you enjoy !
i school i movie i will be away i i
| | : | :
| e e e I e e e 4

Internet Safety - Cut and Paste 2: Private or OK to Share




Answer Key: Passwords, Scenarios, Scams

Freview - bright FPath sped

Part 2 of Make a Strong Password is the student's own practice password, so it has no single key:
look for three unrelated words, a number and a symbol, and a reason in the box. The messages and
passwords are invented.

Password Habits Checklist page 11

Habit

1 Use along password
made of several words

2. Use your birthday as
your password

3 Use the same
password for every
account

4. Add numbers and
symbols to your words.

5. Stick your password
on the side of your
screen.

6 Use adifferent
password for each
account

7. Tell atrusted adult it
someone learns your
password

8 Share your password
with a friend to show
you trust them

Answer

good
habit

bad habit

bad habit

good
habit

bad habit

good
habit

good
habit

bad habit

Why

Length and several words
make a password hard to
guess.

A birthday is easy for other
people to find

It one account is broken into,
every account with that
password is open

They make a password
harder to guess.

Anyone who walks by can
read it.

One stolen password then
opens only one account

An adult can help you change
it and protect your accounts

Keep it to yourself, or share
it only with a parent or
guardian

Make a Strong Password, Part 1page 12

Password

1123456

2. blue-pickle-rocket-83l

3. mypassword

4 qwerty

5. tigerlbusllamp27

6. maple-river-9-kite#

Answer

weak

strong

weak

weak

strong

strong

Safe or Unsafe? page 13

Scenario

1 A new online friend asks for your phone

number

2 You ask a parent before you join a new

website

3. A classmate's account sends you a link you did

not expect.

4 You log out of a shared computer when you

finish

5. You let a shared school computer save your

password

6. A chat player offers free game items if you

tell them your password.

7. You check who can see a post before you

share it

Answer

unsafe

safe

unsafe

safe

unsafe

unsafe

safe

8 A pop-up says your device has a virus and tells

you to cdll a number. You close it and tell an

adult

Spot the Scam page 14
Message Answer

1 Free phone prize scam
2 Library book sale | MOt @
ibrary book sale seam
3 Account check scam
4 Gift card request | scam

Internet Safety - Answer Key - Passwords, Scenarios, Scams

safe

Sign

[t rushes you, and a prize you
never entered is too good to be
true

[t rushes no one, asks for nothing
private and of fers nothing too
good to be true

[t rushes you and asks for a
password

[t asks for a gift card code
from someone you do not know
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Answer Key: Quizzes and Writing

The writing pages have no single right sentence Accept any answer that uses a fact from the

readings or the cards.

Quizzes pages 21, 22

ltem | Letter Answer

What Would You Do: what to look for pages 18, 19

[tem Look for

2N B Your phone number g1 | Donot share Stop talking to the person. tell @ trusted adult,
) and block or report the account
212 A green-moose-lamp-52!
182 Do not click and do not reply. Say it rushes you and is too
good to be true, and show a trusted adult
213 C A scam
214 C [t lets you choose who can see your posts 83 Do not forward it or add to it Tell a trusted adult, and be
kind to the classmate.
215 B Stop: do not reply
91 Keep the password private. Say no kindly and explain that
) you only share it with a parent or guardian
216 A A parent, guardian, teacher or counselor
221 C [tis proof you can show a trusted adult 192 Stop (do not reply). save a screenshot, tell a trusted adult,
i and block the sender or report the account
222 B It rushes you and asks for a gift card code
193 | Closeit, do not call, and tell a trusted adult. It is likely a scam
It one account is broken into, the others are
223 A
open too
224 C Where you live
225 B Stop their account from contacting you
226 A Not share it, and tell a trusted adult
-

Exit tickets and My Online Rules

open.

rule line is Tor the adult to say.

o Exit tickets (page 24) ticket 1names stop, save, tell (also block and report), ticket 2 is a long password,
several words, numbers and symbols, a dif ferent one for each account, or keeping it private; ticket 3is

* My Online Rules (page 23) has no right answer: it holds the student's own words, and the family or school

Internet Safety - Answer Key - Quizzes and Writing
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Internet Safety Tracker

One student, every scored sheet Filled example page 37/.

Student Teacher Month
Page Page type and set Iltems Right Date Notes
5 Reading 1 Personal Information and Privacy 3
6 Reading 2: Strangers, Scams, Cyberbullying 3
9 Internet Safety Words 6
10 Think Before You Post 8
11 Password Habits Checklist 8
12 Make a Strong Password 6
13 Safe or Unsafe? 8
N7’
14 Spot the Scam 4
| N Jl_ »
15 True or False 1 Scams 6
6 True or False 2 Staying Safe | 6
17 Cyberbullying: Pick the Step 6
20 Find the Mistake 4
21 Quiz A 6
_i_ _ N € —
22 Quiz B 6
26 Cut and Paste 1 Saf'e or Unsafe 12
27 Cut and Paste 2 Private or OK to Share 2
( ) This month we are working on (your own standard or wording)
How to fill this in
Write how many items the student got right with
no prompt, and the date A blank means not tried
yet, never wrong There are 104 items on the 16
scored sheets. Answer keys: pages 28 to 32 Filled
example page 37.
. J

Internet Safety - Tracker
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Team Neote

Use this page between team meetings or when a student moves classes, to hand of t what
changed without writing a note from scratch. Everything below is observable, with a blank for the
number or the wording your team already uses.

Student Team member Date

Kind of sheet Covered since last note (Y/N) ltems right Still blank
Readings and words
Posts and passwords
Safe or unsafe
Scams

True or false

Quizzes
Cut and paste
4 N\ [
What | saw (observable, not a conclusion) Next step
o Marked __ of 8 scenarios safe or unsafe e Next page or set:___, because ___ (what you
correctly (page 13). sSaw).
o« Rated ___ of 6 passwords weak or strong » What to try in another class or at home:
correctly (page 12). « What to keep doing because it is working ___
» Got _ of 12true or false sentences right « Anything for the team meeting to decide ___
(pages 15, 16). (this page records what happened, never a
* Named the steps stop, save and tell in a label or a plan)
complete sentence: yes / no / with a reminder.
. J L

Summary, in one or two sentences, for whoever reads this next

A filled-in line, for reference

'Got 4 of 6 true or false sentences right on 10/20. Next step reread Reading 2 and ask what a message
that hurries you might be" That is the level of detail this page is built for. It matches the filled example on
page 37.

Internet Safety - Team Note
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Amir's Tracker (Invented Student)

Amir K is invented; nothing on this page describes a real student. The blank tracker is on page 33.

Student Teacher Month
Amir K. (an invented student) Ms. Rivera (invented) October
Page Page type and set Iltems Right Date Notes
5 R¢0d|ng 1 Personal Information and 3 3 10/6 B
Privacy
Reading 2 Strangers, Scams, )
© Cyberbullying 3 3 of7
9 Internet Safety Words 6 5 10/8 Swapped block and trusted adult
10 Think Bef'ore You Post 8 7 10/13 Said a school sign photo was fine
11 Password Habits Checklist 8 8 10/14 -
» Make a Strong Password 6 5 10/15 Called a short word and a number
strong
13 Safe or Unsafe? 8 6 10/16 | Thought a nice stranger's request
was safe
14 Spot the Scam 4 - L | =
5 True or False T Scams 6 4 10/20 Thought a message that hurries you
is safe
16 True or False 2: Staying Safe 6 | S - -
- _ll_
17 Cyberbullying Pick the Step 6 - - -
20 Find the Mistake | 4 - - -
2 | Quiz A 6 5 10/22 Missed which personis a trusted
adult
22 Quiz B 6 - - -
26 Cut and Paste 1 Safe or Unsafe 12 1 10/24 Put the free-prize link under Safe
27 Cut and Paste 2 Private or OK to Share | 12 - - -
( N\ ( )
How toread it What the table points to
Amir K has done 10 of 16 scored sheets and got The lowest sheet is True or False 1 Scams (4 of 6).
57 of 66 items right with no prompt. 3 sheets That is where the next practice goes. The 6
were all right and 7 carry a note. Every number sheets lef't blank are not tried yet, never wrong.
comes from the table.
. J \u J

Internet Safety - Example




